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This talk addresses the growing challenge posed by the misuse of artificial intelligence (AI) to inflict societal
harm. We begin by confronting four pivotal questions: What forms of bad-actor AI activity are likely to
emerge? Where and when are these threats expected to materialize? And critically, how can such threats be
controlled, and the impact of mitigation policies accurately predicted? In contrast to prevailing discourse
grounded in speculative or verbal reasoning, our analysis is rooted in a uniquely detailed empirical mapping
of current online bad-actor ecosystems, coupled with a first-principles mathematical modeling framework
that captures their dynamics.

In the second part of the talk, we shift focus to the AI systems themselves, dissecting behavior at the
fundamental level of the Attention mechanism—a core building block of modern AI architectures. By
analyzing its function in detail, we reveal new vulnerabilities to manipulation and provide scientifically
grounded guidance for designing more secure and resilient AI systems. This includes recommendations for
architectural design, training protocols, and fine-tuning strategies. Our findings open up a new direction for
understanding and countering adversarial manipulation of AI at both the macro and micro scales.
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